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Figure 1: Overview of AudioPIN. Users explore the space-mapped sound sources to locate their designated PAS, then repeatedly

aim and input using head tracking.

Abstract

Hearables are expected to evolve into high-performance devices
offering functions such as voice assistants and vital sign monitoring.
As these functions become integrated into daily life, users access
more sensitive information, highlighting the need for secure authen-
tication. While existing methods primarily utilize biometric traits,
they often suffer from intra-user variability, environmental suscep-
tibility, and concerns about the sharing of biometric information.
To address these issues, we propose AudioPIN, a knowledge-based
authentication system for hearables leveraging spatial audio. In
AudioPIN, users authenticate by inputting a Personalized Audio
Sequence (PAS) by selecting sound sources positioned spatially
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around them. This study focuses on the auditory interface design at
the core of AudioPIN. Specifically, we optimized sound sets, spatial
arrangements, and selection areas, and evaluated the system using
a prototype. Results confirmed that with an arrangement offering
over 10,000 combinations, users completed authentication with
91.0% accuracy in 20.6 seconds.
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1 Introduction

Hearables—earphone-style wearable devices—are increasingly inte-
grating voice assistants and vital-sign sensing [7, 17, 20, 23], allow-
ing them access to sensitive information like personal and health
data, which highlights the need for security authentication. Most
existing authentication methods for hearables rely on biometric
information from built-in sensors, utilizing ear acoustic charac-
teristics [4, 16, 22, 29] and various other traits [8, 10, 15, 18, 30];
however, these methods face challenges when traits change due
to injury or illness, or when users avoid storing biometric data for
privacy reasons [14].

As an alternative to biometric traits, knowledge-based authen-
tication methods—such as passwords, pattern inputs [1, 26, 34],
and image selection [13]—have been proposed and implemented
on smartphones and smartwatches. These systems typically rely
on touchscreens for user input. However, hearables are generally
compact and lack visual display mechanisms, making it difficult to
implement such systems without complementary displays.

To address this gap, we propose a novel knowledge-based authen-
tication system, AudioPIN, which leverages spatial audio technol-
ogy and head-tracking features available on hearables. In AudioPIN,
users configure a Personalized Audio Sequence (PAS) composed
of combinations of multiple audio sources. During authentication,
they listen to randomly arranged spatial audio sources and iden-
tify their locations. The authentication process is completed as the
user turns their head toward different spatial audio sources and
selects them in the order defined by the PAS. Because AudioPIN
does not depend on biometrics or touch-based input, it remains
accessible in scenarios where biometric methods are unavailable or
inappropriate.

This paper examines the design and evaluation of the auditory
interface that underpins AudioPIN. We optimized key design param-
eters—specifically sound source selection, spatial arrangement, and
selection regions—through preliminary investigations to ensure
perceptual distinctiveness and usability. Based on this optimized
design, we evaluated the system’s performance through authen-
tication tasks and usability assessments in a practical setting. We
present a knowledge-based authentication system tailored to hear-
ables, which are expected to evolve into personalized multifunc-
tional devices. The contributions of this work are as follows:

o We propose a practical knowledge-based authentication method

that can be implemented on hearables without relying on
biometric data or touch input.

o We explore the design space of an auditory interface and
validate its feasibility through user evaluations in practical
scenarios.

o Through the design of an auditory interface tailored for PAS
input, we provide new insights into how auditory cues can
support multi-layered information presentation, and discuss
the broader implications for authentication systems based
on auditory and motor interactions.
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2 Related Work: Interface Using Spatial Audio
Technology

Spatial audio has been widely explored as a channel for conveying
information in interactive systems. Prior works have shown its
effectiveness for guiding user actions, for example, Xia et al. [31]
demonstrated how auditory rather than visual instructions can
support limb movements, while Blum et al. [9] designed a naviga-
tion system for visually impaired users that relied on spatial cues.
Beyond guidance, spatial audio has also been used to enhance situ-
ational awareness: Zhao et al. [33] found that audio cues in smart
glasses were more intuitive and preferred, and Yang et al. [32] en-
abled everyday objects to "speak” pseudo-voice announcements,
allowing users to perceive their spatial relations.

Building on this foundation, we leverage spatial audio in a differ-
ent way. Rather than providing guidance or feedback, we investigate
how spatially arranged sound sources can themselves become input
channels. By addressing this unexplored challenge, we introduce a
knowledge-based authentication interface for hearables.

3 Method

Figure 1 illustrates an overview of AudioPIN. During the initial
setup, the user creates a PAS by selecting a preferred sequence
of sound sources from a candidate set (e.g., xylophone, bell, cat).
This set was constructed based on a preliminary survey (N = 36)
involving user preference ranking and spectral cosine similarity
analysis to ensure perceptual distinctiveness. The system stores this
sequence as the authentication reference. During authentication,
the system spatially arranges the sound source sets using spatial
audio technology and plays them sequentially at fixed intervals.
The user aligns their head direction with the location of each sound
source corresponding to their PAS and confirms the selection using
head-related gestures such as tooth clicks or head shakes. This
process is repeated for the number of digits in the PAS, completing
authentication once the full sequence has been entered.

3.1 Personalized Audio Sequence

The total number of possible combinations (PAS space) is b?, where
b denotes the number of input symbols and d is the number of
input digits. A larger PAS space provides stronger security, but also
lengthens authentication time, which may hinder usability. Increas-
ing the number of input symbols b enlarges the spatial arrangement
and risks reducing localization accuracy, while decreasing the num-
ber of input symbols b requires longer sequences d to compensate
for equivalent security. To address these trade-offs, we selected
input symbol counts ranging from 4 to 7. This range was chosen
to ensure reliable spatial localization by avoiding overcrowding,
while maintaining a practical sequence length.

To further mitigate observation attacks, the spatial arrangement
of sound sources is randomized for each authentication session.
This ensures that even when the same PAS is used, the user’s head
movement patterns vary, making it difficult for unauthorized ob-
servers to infer the sequence from motion alone.
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Figure 2: (a) Definition of sound source placement in eleva-
tion direction; (b) Definition of sound source placement in
the azimuth direction, showing an odd number of sources on
the left and an even number on the right; (c) Visual represen-
tation of volume changes associated with elevation direction.
The sphere size represents the volume; (d) 3x3 grid sound
source presentation positions and target boundaries. Dif-
ferent colors are used to visually distinguish the selection
regions for each sound source.

3.2 Sound Design

3.2.1  Placement of Sound Sources. In this study, sound source posi-
tions are defined as the intersections of latitude and longitude lines
on a spherical surface centered around the user’s head. Figure 2(a)
and Figure 2(b) illustrate an overview of this spatial arrangement.
The point where the user’s natural forward-facing direction inter-
sects with the spherical surface is defined as the origin. The angular
distance between sound sources on the same longitude is repre-
sented as the elevation angle, while the distance along the same
latitude is represented as the azimuth angle. For the elevation di-
rection, three positions are defined: 0°, 45°, and —45°. When using
one row, sources are placed at 0°; when using two rows, they are
placed at 0° and —45°. For the azimuth direction, the spacing be-
tween adjacent sound sources was set to 30° based on prior studies
on spatial audio discrimination [2, 21]. Furthermore, preliminary
localization tasks indicated that placing four or more sources in a
single horizontal row significantly increased search time. Therefore,
we limited the arrangement to a maximum of three sources per
row and selected four multi-row arrangements defined by their
source-row counts: 4-2, 5-2, 6-2, and 7-3.

3.2.2 Sound Presentation Interval. When multiple sounds are pre-
sented simultaneously, sound localization imposes a high cogni-
tive load. Preliminary experiments with four participants showed
that localization accuracy dropped below 50% when four or more
sources were presented in a horizontal arrangement. Therefore,
this study adopts a sequential presentation method, where sound
sources are played one after another. For the designed sound set, the
maximum decay time—defined as the time for the RMS amplitude
(0.01 s moving average window) to decrease to 10% of its maximum
value (approx. 0.54 s). Based on this, the minimum interval between
sound presentations was set to 0.6 s to avoid acoustic interference
between sources. The sound sources are presented in a row-major
scanning order: the system traverses each row in turn, and within
each row, progresses from left to right.

3.2.3  Sound Localization Assistance via Volume Changes. Users
need to efficiently identify the correct sound source. However, with
spatial audio reproduction using standard head-related transfer
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function (HRTF), achieving perfectly accurate sound image local-
ization is difficult. Moreover, human sound localization ability also
involves uncertainty, especially in accurately perceiving vertical
(elevation) directions of sound sources [25].

To facilitate vertical sound localization, AudioPIN introduces
an auditory aid based on volume modulation corresponding to
the user’s head orientation in the vertical direction. As shown in
Figure 2(c), the volume of a sound source is continuously modu-
lated based on the vertical angular difference from the user’s head
orientation, maximizing when aligned.

3.2.4 Sound Selection Design. Our method requires a dedicated
spatial sound selection interface for hearables, consisting of two
steps: (1) aiming at the intended sound and (2) issuing the selection
command.

Regarding (1) the aiming process, the user’s perceived direction
of a sound source does not always align with their actual head ori-
entation. To address this, we conducted a pilot study to record users’
head orientations when targeting perceived sound sources. Based
on the collected data, we defined optimized selection boundaries
using a nonlinear SVM (RBF kernel, C = 1, y = 107%), ensuring
that the selection regions cover 98.4% of the input distribution. Ac-
cordingly, we investigated the aiming regions indicated by users
in a 3 X 3 sound source arrangement. Figure 2(d) shows the tar-
get boundary of the sound source. In cases where two sources are
placed in a row, the central region is evenly divided between the
left and right regions.

For (2) command input, possible options include head-related
gestures such as tooth clicks [6, 27], facial expressions [3, 11, 28],
and head shaking [19]. Although our system can support these
inputs, the focus of this study is on how sound presentation and
interface design shape user behavior. To avoid confounding effects
from gesture recognition, we employed a remote control for input
during experiments, ensuring a stable input and enabling a clean
evaluation of the auditory design.

4 Evaluation: System Performance

In this experiment, Apple’s AirPods Pro 2 were used as the hearables,
and the experimental application was implemented using Unity. The
audio processing library for spatial audio reproduction employed
Resonance Audio [24], utilizing standard HRTF created from the
SADIEI database [5]. Head tracking information was acquired via
HeadphoneMotion [12], using head posture data from the AirPods
Pro’s 9-axis sensor.

We implemented a prototype system incorporating the sound
source sets, spatial arrangements, and selection regions optimized
through the preliminary investigations described in Section 3. We
targeted a PAS space > 10,000 (comparable to a 4-digit numeric PIN).
The required number of digits was determined by N* > 10,000,
where N is the number of input symbols and x the number of digits
(e.g., with N = 4, x = 7 since 47 = 16,384). To examine the effect
of digit length, we also evaluated 9-symbol conditions with PAS
lengths of 4 to 7 digits. This experiment was approved by the ethics
committee of the authors’ affiliated institution.
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Figure 4: (a) NASA-TLX results (error bars represent the stan-
dard deviation), (b) input time required for each digit of PAS
at each sound source arrangement.

4.1 Procedure

Participants were first introduced to the system and familiarized
with spatial audio and selection regions. In the main experiment,
they viewed illustrations of randomly assigned PAS and repeatedly
performed localization, aiming, and entering PAS digits one-by-one
using a remote button press. Completion time for each PAS entry
was recorded. Participants were instructed to continue to the end
even if a mistake occurred. Each spatial arrangement was tested
five times, followed by the NASA-TLX (using a 7-point Likert scale).
Twenty participants (19 males, 1 female; mean age = 23.2, SD =
2.09), eighteen of whom had prior spatial audio experience, took
part in the experiment.

4.2 Results

Figure 3 shows the authentication success rate and input completion
time, as well as the selection accuracy for each position. Comple-
tion time was shortest for 5-2 (20.6 s) and longest for 7-3 (27.7 s).
Similarly, accuracy was highest for 7-3 (94.0%) and lowest for 5-2
and 6-2 (91.0%).

The NASA-TLX scores for each arrangement are shown in Fig-
ure 4(a). Arrangement 5-2 achieved the best scores (indicating the
lowest workload), while arrangement 4-2 performed comparably.
Based on these results, arrangement 5-2 was judged highly suitable
for balancing usability and time efficiency while ensuring a PAS
space larger than 10,000. However, since arrangement 7-3 achieved
the highest success rate, it remains a viable option where accuracy
is prioritized over speed.

5 Discussion

Overall, there was scope for improvement in the success rate. Since
this study employed standard HRTFs, the reduced quality of spatial
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audio reproduction likely affected performance. As a system im-
provement, the use of individualized HRTFs should be considered.
In addition, personalizing the interface—such as adjusting selection
regions based on individual accuracy trends—may enable a more
comfortable and accurate system.

In terms of security and efficiency, we examined the relationship
between authentication time and the PAS space. Figure 4(b) shows
the input completion times up to the required number of digits.
The findings suggest that input up to three digits can be completed
within approximately 12 s when using 4-6 sound sources. In practi-
cal use, this time may be shorter if the PAS is memorized. In such
cases, the PAS space ranges from 64 to 216. Although security is
reduced, practical deployment may still be feasible by considering
constraints on the number of authentication attempts, the shoulder-
surfing resistance of our method, trade-offs with the sensitivity of
the protected information, and overall usability.

While this study focused on user evaluations of the auditory
interface design, realizing a fully practical system requires further
investigation into both integration and optimization. First, task per-
formance and usability when integrating head gestures—which are
assumed for practical deployment—were not investigated. Future
studies should evaluate the system under such conditions and in
real-world environments. Second, even within the auditory inter-
face design, there are factors yet to be addressed, such as presenta-
tion intervals and error-handling mechanisms. Through compre-
hensive investigations into these external implementation factors
and internal design parameters, the optimal design of knowledge-
based authentication systems should be clarified.

6 Conclusion

In this paper, we proposed AudioPIN, a knowledge-based authen-
tication system for hearable devices that leverages spatial audio
technology and head tracking. We focused on designing the audi-
tory interface at the core of AudioPIN, optimizing sound source sets,
spatial arrangements, and selection regions through preliminary
investigations. Through experiments, we confirmed that with a
sound source arrangement offering a PAS space greater than 10,000,
authentication could be completed with an average accuracy of
91.0% and within 20.6 seconds for arrangement 5-2.
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