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Web3Agent: Automating On-Chain Operations via Natural
Language Interfaces

SIZHENG FAN, University of International Business and Economics, Beijing, China
TIAN MIN, Faculty of Science and Technology, Keio University, Yokohama, Japan

Recent advances in large language models (LLMs) have enabled the emergence of intelligent agents capable of
performing complex multi-step tasks across various domains. In parallel, the growth of Web3 has introduced a
decentralized web infrastructure, yet remains largely inaccessible to non-technical users due to operational
complexity, fragmented information, and security risks. In this article, we present Web3Agent, an Al agent
system that integrates LLM-based interaction with blockchain environments to enable language-driven
on-chain operations. Web3Agent automatically decomposes user instructions into structured workflows,
dynamically queries blockchain data and APIs, and performs multi-step operations such as asset transfers,
token swaps, and smart contract execution. Web3Agent incorporates real-time inspection, error handling,
and interaction transparency across its operation log, and flow visualization components. We evaluate the
system and perform ablation study with customized dataset in a simulated environment, demonstrating its
feasibility in orchestrating complex Web3 tasks and highlighting implications for agent-based abstraction in
decentralized systems.

CCS Concepts: » Human-centered computing — Human computer interaction (HCI); - Computing
methodologies — Natural language processing; - Information systems — World Wide Web;

Additional Key Words and Phrases: Web3, blockchain, intelligent virtual assistants, large language models,
process automation
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1 Introduction

In recent years, Web3, as a decentralized web based on blockchain technology, has become a critical
direction for the future development of the Internet [4, 11]. This emerging field, characterized by
transparency, immutability, and user sovereignty, has injected fresh momentum into the digital
ecosystem and is beginning to reshape the core logic of the Internet [12]. Globally, particularly in
the United States, policies and increased research investments are actively driving the adoption and
application of this technology [38]. For instance, the U.S. Securities and Exchange Commission
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(SEC) has started providing clearer regulatory frameworks for crypto assets and blockchain appli-
cations, while also supporting innovative experiments and technology deployments [39]. These
policy measures not only create favorable conditions for the sustained development of Web3 but
also highlight its strategic significance.

Despite its immense potential, the large-scale adoption of Web3 faces numerous limitations.
The current decentralized web encounters three core barriers that significantly restrict access and
participation for the average user, from the aspect of operational complexity, information overload,
and security concerns. (1) The operational complexity of Web3 lies in the need for users to acquire a
range of skills and knowledge, including creating and managing crypto wallets, understanding the
basic logic of smart contracts (SCs), and becoming familiar with decentralized applications
(dApps). This high technical barrier makes it challenging for non-technical users to effectively
access and utilize the services offered by Web3. (2) The information overload underscores the
accessibility barrier from another aspect. The content and services provided by Web3 ecosystem
are highly fragmented, leaving users overwhelmed by an influx of information without effective
filtering and organization. For instance, the sheer growing number of decentralized finance (DeFi)
platforms makes it difficult for users to quickly identify the solutions that meet their needs. (3) The
security concerns stem from the growing number of vulnerabilities in SCs [3], social engineering
scams, phishing attacks [40], and inadequate private key management [13], which issues are
expected to become increasingly pronounced as the Web3 user base continues to expand.

With the rapid advancement and evolution of Large Language Models, Al Agents powered by
LLMs have already demonstrated strong task execution and decision-making capabilities across a
variety of complex domains [9]. For instance, in the financial sector, AI Agents are widely applied
in automated investment advisory and intelligent risk management systems, offering real-time
investment recommendations based on dynamic market conditions [43]. In healthcare, AT Agents
assist physicians in diagnostic decision-making and personalized health management, while also
providing multi-step support in handling complex cases [33]. Moreover, in customer service and
Internet of Thing (IoT) applications, Al Agents autonomously parse complex user instructions
and execute multi-step tasks seamlessly [5]. These successful cross-domain applications underscore
the maturity and reliability of AI Agents in handling sophisticated tasks, thereby laying a solid
technical foundation for their integration into Web3 ecosystems.

Through intelligent interaction design and efficient feature integration, AI Agents can signifi-
cantly enhance user experiences within decentralized web environments, laying a solid foundation
for the widespread adoption of Web3 technology. Al Agents exhibit notable advantages in address-
ing the first challenge, operational complexity. Leveraging Natural Language Processing (NLP)
technologies and intelligent interaction interfaces, AI Agents can provide users with intuitive
and user-friendly experiences. For example, users no longer need to learn complex blockchain
terminologies or operational procedures, as Al Agents can automatically handle wallet creation,
asset transfers, and SC interactions based on user needs. For the second challenge of information
overload, Al Agents rely on machine learning algorithms and personalized recommendation mech-
anisms to deliver precise information filtering and content curation for users. For instance, recent
studies have begun exploring the application of LLMs within the crypto ecosystem, such as evalu-
ating their ability to recognize and process DeFi-specific entities [32] or proposing a multi-agent
framework for cryptocurrency investment that leverages LLMs to coordinate decision-making,
portfolio management, and risk control across diverse market conditions [25]. These advancements
indicate the potential for AI Agents to, in the future, provide personalized investment insights
based on users’ risk preferences, historical behaviors, and market dynamics, while continuously
monitoring market changes for real-time updates. This approach not only improves the efficiency
of acquiring relevant information but also significantly reduces the cognitive burden required
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for decision-making. Finally, AT Agents address the third challenge of relative security concerns
by enabling real-time monitoring and dynamic analysis of SC operations to help detect potential
security threats. While recent studies have begun exploring the use of LLMs for identifying smart
contract vulnerabilities and abnormal transaction behaviors [15, 22], current findings suggest that
the effectiveness of such techniques remains limited and that substantial technical advances are
still required. Nevertheless, these early efforts indicate that AI Agents may, in the future, assist
in flagging vulnerabilities in SCs or suspicious transaction behaviors and promptly alerting users.
Additionally, AT Agents can assist users in optimizing key management strategies, such as recom-
mending the use of multi-signature and distributed key storage to prevent asset loss due to single
points of failure. The integration of these features not only strengthens user asset security but also
provides technical assurance for the overall security of decentralized web environments.

Building upon these advances, we propose Web3Agent, a novel Al agent system specifically
designed to address the critical challenges of Web3 environments by integrating LLM-based intelli-
gent agents with blockchain networks through seamless API communication. Unlike existing Al
assistants that mainly focus on simple conversational tasks, Web3Agent represents the first agent
framework that enables fully automated, multi-step interactions within decentralized blockchain-
based ecosystems, offering end-to-end support from understanding user instructions to securely
executing on-chain operations.

Web3Agent leverages LLM-Based Process Automation to decompose complex user intents into
executable Web3 tasks, directly interacting with SCs, dApps, and blockchain infrastructure through
standardized API calls. This approach allows Web3Agent to perform intricate operations such as
wallet creation, asset transfers, DeFi interactions, and NFT transactions, all initiated via natural lan-
guage commands. Unlike traditional assistants that are confined to rigid API sequences, Web3Agent
emulates human-like operation flows, including contract interaction verification, transaction status
monitoring, and error handling, thereby supporting safe, efficient, and intuitive Web3 experiences.

To the best of our knowledge, this is the first study that demonstrates the deployment and
evaluation of an LLM-powered Al agent in real-world Web3 applications, overcoming three critical
obstacles previously outlined:

— First, in addressing operational complexity, Web3Agent autonomously orchestrates multi-step
blockchain workflows through natural conversations, relieving users from understanding
complex SC mechanisms and wallet operations. For example, users can simply request “Swap
2 ETH for USDC on Uniswap,” and Web3Agent will handle contract querying, transaction
creation, gas fee estimation, and execution.

— Second, in mitigating information overload, Web3Agent incorporates Al-driven aggregation
and recommendation mechanisms to curate fragmented and overwhelming Web3 content. It
can compare DeFi rates, recommend safer protocols based on security audits, and continu-
ously monitor market conditions to update users with actionable insights, thus reducing the
cognitive load associated with navigating decentralized ecosystems.

— Third, in enhancing security assurance, Web3Agent dynamically analyzes SC risks, trans-
action anomalies, and social engineering patterns through Al-powered security heuristics.
Before executing any transaction, it can alert users about potential contract vulnerabilities
or abnormal gas fees, and recommend multi-signature or time-lock solutions to prevent
unauthorized asset movements.

2 Related Works
2.1 Web3 Architecture

As shown in Figure 1, the period from 1990 to 2004 is widely known as the era of Web 1.0,
characterized by static webpages with content served from file systems rather than databases. User
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Fig. 1. The development of the web.

interaction was minimal—there were no logins, comments, or personalized services—leading to its
description as a “read-only” web. Most websites were non-commercial, and the Internet functioned
more as a linked information repository than a participatory platform. Technological advances such
as Flash and JavaScript gradually introduced limited interactivity, but users remained primarily
content consumers.

Web 2.0, emerging around 2004, marked a shift toward user-generated content and interactive
services. Platforms like Facebook, YouTube, and Google began collecting user data to personalize
content and enable targeted advertising. While users became active participants, this era also
brought concerns over privacy and data centralization, as control over content and infrastructure
became concentrated in a few large corporations.

Web3 represents a decentralized alternative, built on blockchain technology. It replaces centralized
servers with distributed networks and intermediaries with SCs. Governance and decision-making
are handled by decentralized autonomous organizations (DAOs), enabling community-led
development through token-based voting. Web3 aims at restoring user ownership over data, identity,
and digital assets, fostering a more open and trustless Internet ecosystem.

2.2 Web Agents: From Web2 to Web3

Figure 2 presents a high-level comparison between Web2 and Web3Agents, highlighting their
architectural differences and operational modalities. In Web2 settings, agents operate by interpreting
HTML-based visual interfaces and executing user tasks on centralized applications. Web2 agents
are typically deployed within browser-based environments to complete user-specified tasks, a
problem commonly referred to as the Web Navigation Problem [14]. These agents translate natural
language commands into executable steps and simulate user interactions to perform tasks such as
form-filling, email composition, and online shopping. To function in real-world scenarios—where
web pages are often noisy and structurally dynamic—agents must understand interface layouts,
generalize across related tasks, and adapt to unseen configurations [2, 45].

Early methods trained agents using reinforcement learning (RL) to imitate human behaviors
in simulated environments [28, 41]. However, RL-based agents struggled with real-world HTML due
to limited semantic reasoning. To address this, recent work incorporates large language models for
structured parsing and decision making. For example, MIND2WEB [6] leverages HTML-specialized
LLMs to interpret page structure and predict actions, while WEBGuUM [14] integrates LLMs with
visual encoders for multimodal perception of complex web environments.
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Fig. 2. Web2 agent and Web3Agent.

Unlike their Web2 counterparts, Web3Agents operate within decentralized and trustless
ecosystems. As shown in Figure 2 (right), these agents rely on on-chain data and domain-specific
blockchain knowledge—including SCs, wallet protocols, and decentralized identity (DID)
systems [23, 26] to execute tasks such as token swaps [12], governance voting [11], or SC invocation
[13]. They do not simulate clicks on visual interfaces, but instead reason about blockchain states
and programmatic APIs.

This shift in paradigm is aligned with the broader Web3 architecture, which includes dApp front-
ends, decentralized storage, and programmable SCs on chains like Ethereum' or Solana.? Tools like
MetaMask® act as secure bridges for transaction signing and identity verification. The backend is
often enhanced by Al-driven services or decentralized protocols. As a result, Web3Agents must be
not only semantically capable, but also transaction-aware, context-sensitive, and safe-by-design.

Although no standardized framework for Web3Agents exists, foundational tools such as Web3. py*
and Ethers. js° have enabled programmable SC interaction. Additionally, recent works explore
combining LLMs with blockchain APIs to support natural language to contract translation, semantic
retrieval of chain data, and wallet operation guidance.

To bridge this gap, our work introduces the first systematic framework for LLM-powered
Web3Agents. Our system, WEB3AGENT, integrates capabilities such as instruction decomposi-
tion, dynamic API state interpretation, historical action summarization, and controllable action
prediction. It enables a fully autonomous loop from natural language input to safe, multi-step
blockchain execution—providing a foundation for scalable, secure, and generalizable Web3-native
agents. In contrast to prior API-grounded LLM frameworks, GoriLLA focuses on single-step code
synthesis for individual APIs, without multi-task planning or dynamic environment adaptation.
API-BaNK extends this to multi-step execution by decomposing static Web2 tasks into API calls
via a plan-retrieve—execute pipeline, yet operates over a fixed API set and does not incorporate

lhttps://ethereum.org/en/
Zhttps://solana.com/
Shttps://metamask.io/
*https://web3py.readthedocs.io/en/stable/
Shttps://docs.ethers.org/v5/
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real-time state changes. Sy-Hong-Duc Nguyen et al. [29] implements a multi-agent collaborative
prototype that uses natural language to drive blockchain API queries and basic operations, but it
targets comparatively simple tasks and does not provide cross-chain reasoning, dynamic multi-
step planning, or robustness mechanisms. WEB3AGENT, by comparison, is designed for dynamic,
stateful Web3 environments: its execution logic performs semantic-to-API translation coupled with
on-chain state grounding, its chunk granularity explicitly separates high-level operations (e.g.,
cross-chain swap) from atomic API calls, and its grounding fidelity ensures each execution step
reflects live blockchain conditions such as account balances, gas fees, and transaction confirmations.
Furthermore, WEB3AGENT augments execution reliability through RAG-based knowledge retrieval,
execution-time verification, and error-recovery routines, substantially increasing its capacity to
handle complex, multi-step, and time-sensitive on-chain tasks that the above systems were not
designed to address.

2.3 Retrieval-augmented Generation

Retrieval-Augmented Generation (RAG) has emerged as a prominent technique for enhancing
language models with external knowledge. A typical RAG pipeline consists of a document database,
a retriever to identify relevant content, and a mechanism to incorporate retrieved passages into
the language model’s context. Prior work has demonstrated the effectiveness of RAG systems in
open-domain QA [21], biomedical reasoning [30], and tool-augmented agents [27]. More recent
efforts explore modular and agent-based RAG frameworks [20, 42], where retrieval is dynamically
invoked and aligned with intermediate reasoning steps.

Several RAG enhancements have been proposed, including a priori prompting, which guides
the retriever using latent task structure [36], and a posteriori prompting, where retrieved evidence
is verified post hoc to detect hallucinations [27]. Active RAG [36] further re-generates queries
or answer tokens in response to uncertain or low-confidence predictions. In parallel, retrieval
methods continue to evolve: traditional keyword or sparse retrieval (e.g., BM25 [34]) is increasingly
complemented or replaced by dense retrieval using pre-trained embeddings (e.g., text-embedding-
ada-002) and learned ranking models [18].

In our work, we adopt a modular, instruction-driven RAG framework tailored to the Web3
execution domain. We design domain-partitioned semantic chunk stores, indexed using vector
embeddings and filtered with metadata-based routing. Each sub-module (e.g., Instruction Chain
Generator or Action Prediction) queries only its relevant chunk types (e.g., operation, API spec,
error patterns), ensuring prompt relevance and reducing retrieval noise. Our design is closely
related to structured RAG pipelines [20], but differs by incorporating domain-specific execution
logic and external Web3 APIs.

3 Operations on Web3

Blockchain-based systems support a wide variety of on-chain interactions. In this study, we cat-
egorized a total of 36 interactions into two fundamental types: Query On-Chain Information (31)
and On-Chain Operations (5). Querying on-chain information is an essential prerequisite for safely
and effectively conducting on-chain operations, as users and decentralized agents must rely on
up-to-date blockchain states to make informed decisions.

In this section, we systematically classify and describe these two types of operations, which
together form the core primitives of interaction within decentralized ecosystems.

3.1 Querying On-chain Information

Querying on-chain information (31 entries) refers to read-only interactions with the blockchain to
retrieve real-time state data, which are essential for understanding the on-chain environment and
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Fig. 3. Classification of on-chain information query and operations.

facilitating secure interactions with dApps. Such queries do not modify on-chain records, ensuring
system integrity while providing necessary context for subsequent transactions, including token
swaps, staking, or SC interactions. In this work, we categorize on-chain queries into three layers,
allowing structured access to blockchain data across different system components, as shown in
Figure 3.

System Layer: Queries in this layer focus on providing global information about the blockchain
infrastructure and the system’s operational state. These queries are foundational for ensuring system
health and facilitating informed decision-making in the blockchain environment. The components of
this layer include Supported Blockchains, which provides information about the blockchain networks
the system supports, ensuring interoperability between decentralized ecosystems and enabling
seamless cross-chain interactions. Another essential component is Pre-Transaction Information, a
set of queries that retrieve critical data required for executing a transaction, such as network fees,
nonce values, gas prices and gas limits. These queries are vital for preparing transactions, ensuring
both efficiency and correctness in processing.

Externally Owned Account (EOA) Layer: This layer focuses on user-specific queries related
to EOA. It encompasses essential data points that are directly tied to individual users’ on-chain
activities. The three key operations for assessing and managing a user’s blockchain activities include
asset holdings, transaction history, and approval and permission checks. The Asset Holdings query
retrieves the user’s balance of native tokens (e.g., ETH, BNB), ERC-20 tokens, and NFTs (ERC-721,
ERC-1155). This is essential for evaluating available balances and ensuring sufficient funds for
transactions like token swaps or staking. The Transaction History query provides a detailed record
of all transactions, including contract interactions and token transfers, offering transparency and
auditability of the user’s blockchain activity. Finally, the Approval and Permission query checks the
permissions granted by the user to various SCs, particularly token transfer allowances and their
remaining balances. This operation is crucial before initiating token swaps, as it ensures the user
has granted the necessary permissions for the transaction to be processed.

SC Layer: The SC Layer focuses on retrieving information related to SCs. This layer is pivotal
for enabling complex dApps to interact with users and other system components. The subqueries
within this layer include Coin Prices and Project Information, which retrieves real-time coin prices,
historical price data, and detailed project information for specific cryptocurrencies, helping users
assess market conditions before executing transactions. The Contract and Token Information query
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provides access to metadata of fungible tokens, including their names, symbols, decimals, and total
supply, ensuring that users can verify the characteristics of tokens and contracts before interacting
with them. The Market and Price Data query retrieves real-time asset prices, liquidity pool depth,
token swap rates, and oracle-based price feeds, which are essential for users to make informed
decisions about trading, liquidity provision, and other DeFi activities. Lastly, the Contract Interaction
Records query analyzes historical interactions with a given SC, including function calls, event logs,
and dApp-specific operational data, such as staking pool activities, providing transparency and
helping evaluate the trustworthiness of a contract.

These categorized on-chain queries are fundamental for facilitating DeFi operations, ensuring
user safety, and optimizing transaction strategies. For example, before executing a token swap on a
decentralized exchange (DEX), it is crucial to verify the user’s token balance and ensure that the
DEX router has the necessary approval to execute the transaction. Furthermore, querying historical
contract interactions helps to assess the reliability of the contract, ensuring users engage only with
trusted SCs that are aligned with their intentions.

3.2 On-chain Operations

The core of on-chain operations lies in the transfer and management of value, particularly in the
liquidity management of fungible tokens (5 entries). Each operation relies on multiple on-chain
queries to ensure the validity, compliance, and security of transactions. The following outlines
three key blockchain operations that facilitate the flow of assets within Web3 ecosystems:

Fungible Tokens Transfer Between Externally Owned Accounts (EOAs). The transfer of
fungible tokens between EOAs represents a fundamental form of value transfer between accounts.
This operation begins with querying the asset holdings to ensure that the sending account has
sufficient tokens for the transaction. Subsequently, pre-transaction queries, such as network fees
and gas prices, are made to ensure the transaction’s validity and efficiency. Prior to execution, the
system verifies the transaction’s nonce value to prevent errors caused by duplicate transactions.

Fungible Token Transfers Between Users and Smart Contracts on the Same Chain. In
DeFi settings, interactions between users and smart contracts involving fungible token transfers
are central to various common operations, including token swaps via DEXs, product subscriptions
and redemptions, and reward claiming. These interactions typically require more sophisticated
permission checks and function-level validations. Specifically, the system first queries the contract
metadata to verify whether the targeted smart contract supports the intended operation and
to confirm that the user has granted sufficient token allowance to the contract. Subsequently,
pre-transaction information—such as current gas prices and network congestion—is retrieved to
construct and broadcast the transaction. This process ensures compliance with both the blockchain
network’s protocol-level rules and the logic embedded in the smart contract.

Fungible Tokens Transfer Across Blockchains (Cross-Chain Interoperability). Cross-
chain transfer refers to the flow of assets across different blockchains, enabling dApps to interact
within a multi-chain ecosystem. WEB3AGENT currently supports cross-chain operations across a
wide range of networks, including major EVM-compatible chains such as Ethereum, BNB Smart
Chain, and Avalanche C-Chain; leading Ethereum Layer-2 networks such as Arbitrum One, Op-
timism, zkSync Era, Base, and Polygon zkEVM; as well as prominent non-EVM chains including
Solana and Sui. Before initiating the operation, the system queries the interoperability of both
the source and target blockchains and retrieves the necessary pre-transaction data. Through a
cross-chain bridge, tokens are locked on the source chain and a corresponding token is minted on
the destination chain, completing the cross-chain asset transfer.

These operations not only represent the mechanism of value transfer within blockchain networks
but also ensure the liquidity and security of tokens across different environments. As the Web3agent
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Fig. 4. Architecture of intelligent virtual Web3 assistants.

system, based on LLMs, continues to develop, it will expand to include operations for more complex
asset types, such as NFTs, providing users with broader dApp interaction capabilities.

4 System Overview and Methodology

Web3Agent is an intelligent agent system powered by LLMs, designed to autonomously execute
complex, multi-step tasks in decentralized blockchain environments. By simulating authentic user
interactions with dApps, the system is capable of performing a wide range of on-chain operations
such as token approvals, asset swaps, staking, and transaction signing in a fully automated manner.

As shown in Figure 4, the end-to-end workflow of Web3Agent can be abstracted into four
high-level stages: intent understanding, instruction decomposition, context-aware reasoning, and
action execution. To implement these stages, the system adopts a six-module architecture derived
from a functional decomposition of the agent execution lifecycle, particularly tailored for complex,
stateful, and multi-step API tasks in real-world Web3 environments. Each module serves a distinct
computational role and communicates with others via standardized data interfaces to ensure
modularity, interpretability, and error isolation.

— Chatbot and Intent Extraction: Parses the user’s natural language input into structured
sub-tasks, capturing the core intent and parameters for subsequent processing.

— Instruction Chains Generator: Decomposes each sub-task into a sequence of semantically
aligned atomic operations, enabling modular execution across heterogeneous APIs.

— Previous Action Description Generator: Translates prior execution history into symbolic
natural language summaries, providing temporal grounding for context-aware reasoning.
— Action Prediction: Integrates task intent, instruction steps, execution history, and on-chain
context to infer the next appropriate on-chain action. It also incorporates error feedback and

candidate constraints to support robust decision making.

— Controllable Calibration: Validates the predicted action for logical consistency and con-
textual feasibility before execution, serving as a safeguard against hallucinations or invalid
operations.

— Executor: Executes the validated action via real-time API calls and returns normalized feed-
back, including success responses or error signals for downstream recovery and adaptation.

To illustrate the end-to-end data flow of Web3Agent, we take the example of swapping
1000 $USDC for $ETH on Ethereum. The user’s natural language request is progressively pro-
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cessed through intent extraction, instruction decomposition, action prediction, and controllable
calibration, before being executed as a validated API call by the Executor. The blockchain network
then returns a normalized JSON response (e.g., transaction hash, status flag, or error code), which
is logged into the system’s action history and reintegrated into the reasoning context. Throughout
this workflow, structured JSON exchanges mediate inter-module communication, thereby ensuring
transparency, modular coordination, and robust error recovery across the Web3 execution pipeline.

A key technical innovation of Web3Agent lies in its integration of a domain-specific, modular
RAG mechanism. Rather than relying solely on the LLM’s parametric knowledge, the system
dynamically retrieves task-relevant external information from multiple semantically partitioned
vector databases. Specifically, it maintains three dedicated knowledge sources: (1) operation chunks
encoding standardized workflows for high-level tasks such as “SwapTokens” or “StakeAssets”; (2)
API chunks describing the parameter structure and functionality of Web3 API endpoints; and (3)
error chunks containing known failure codes and recovery strategies. These retrieved contents
are selectively integrated into the LLM’s input prompt to enhance factual grounding and reduce
hallucinations during reasoning. Unlike multi-agent or multi-LLM systems, Web3Agent adopts a
streamlined architecture where a single general-purpose LLM performs all reasoning tasks, while
retrieval modules function as lightweight knowledge routers.

Through the coordination of modular components and knowledge-augmented reasoning,
Web3Agent delivers end-to-end automation for user-specified blockchain operations, address-
ing the procedural complexity and high technical barriers that are prevalent in decentralized
financial ecosystems.

4.1 Notations and Definitions

In this section, we provide the key definitions used throughout the article to formalize the compo-
nents of Web3Agent.

Definition 1 (action). Let A denote the action space. For any action a € A, we define it as
a = f(o,v). Here, o represents the target object of the action, which is typically an actionable
element identified from API responses (e.g., a contract address, token address, or transaction
endpoint). v denotes the value associated with the action, and fis the function that defines the
type of action, where f € {approve, swap, stake, transfer, input}. Only actions of type input
require a specific value v, such as the amount to swap.

Definition 2 (API state). The API state refers to the structured response data returned from inter-
acting with blockchain endpoints, including wallet balances, approval statuses, pool information,
gas estimates, and error codes. Formally, the API state at step i is denoted as s;, and serves as
the primary environment context for action prediction and validation. The API state s; can be
decomposed as:

s; = {status, data,error}

where status indicates the success or failure of the previous API call, data contains relevant
blockchain state (e.g., balances, pool data), and error contains any error messages or codes returned
by the blockchain interface. This differs from page-based content as all actionable context is derived
directly from API interactions rather than UI elements.

Definition 3 (Candidate Action Elements). During action prediction, we define a candidate set of
possible next actions, denoted as C;, which consists of a fixed set of four action types—Next Step,
Retry, Go Back, and Interrupt. At each execution point, the model selects one action from C; based
on the current task status, history actions, and API state s;. These candidate actions are all grounded
in the previously generated instruction chains: Next Step advances to the subsequent instruction in
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the chain, Retry re-executes the current instruction when failures or unmet conditions occur, Go
Back rolls back to an earlier instruction for re-execution or correction, and Interrupt terminates
the workflow in unrecoverable cases. The candidate set is explicitly incorporated into the input
prompt to guide the prediction process, thereby constraining the reasoning space and reducing the
likelihood of hallucinated outputs from the language model.

4.2 Domain-specific Retrieval-augmented Reasoning

While LLMs exhibit impressive generalization capabilities, relying solely on their parametric
knowledge often results in factual inconsistency, hallucination, or inability to generalize across
specialized domains such as Web3. To enhance the factual grounding and task specificity of LLM-
driven agents, we integrate a modular RAG mechanism into Web3Agent. This mechanism provides
dynamic access to external structured knowledge and supports context-aware reasoning across
different task stages.

Chunk Typing and Semantic Partitioning. A central design principle of our RAG architecture is
the use of domain-specific chunk stores, each aligned with a particular semantic function in the
agent pipeline. Specifically, we define three major chunk types:

— Operation Chunks: encapsulate the canonical execution logic and structural requirements
for each high-level Web3 task type (e.g., SwapTokens, StakeAssets, Transfer). Each chunk
includes two key components: (1) a detailed specification of required and optional parameters
for the task, and (2) a multi-step execution workflow describing the ordered API calls and
logical dependencies needed to complete the operation. These chunks serve as schema-
aligned retrieval units in the Chatbot and Intent Extraction and Instruction Chains Generator
module, enabling the model to produce structured and executable plans grounded in task
semantics.

— API Chunks: Represent structured descriptions of Web3 APIs, including endpoint names, re-
quired parameters, data types, response parameters, and sample payloads. These are accessed
during Action Prediction for parameter alignment and interface compliance.

— Error Chunks: Contain mappings between common blockchain error codes (e.g., insuffic
ient_funds, approval_required) and their semantic interpretations, along with recom-
mended resolution strategies. These chunks are retrieved and utilized by the Previous Action
Description Generator module to support failure-aware reasoning, generate informative error
feedback, and guide fallback or corrective planning.

Each chunk is stored independently to avoid semantic interference and to support selective
retrieval based on the downstream task context. This partitioned design enables modularity, inter-
pretability, and domain-aligned retrieval.

Vector-Based Retrieval with Filtering. To support efficient and semantically aligned chunk retrieval,
we embed all chunk contents into dense vector representations using OpenAlI’s text-embedding-
ada-002° model, which serves as the fixed encoder for all domain-specific vector stores in our
system. Given a task-specific query generated during inference, we compute the top-k most relevant
chunks via cosine similarity search over the corresponding chunk store. The overall retrieval and
reasoning pipeline is illustrated in Figure 5.

To further improve retrieval accuracy, especially in multi-domain settings, we incorporate a
metadata-aware filtering strategy during retrieval. Each chunk is annotated with a domain tag (e.g.,
type=api, type=operation) and auxiliary metadata (e.g., supported network, function signature).
This allows us to apply domain-level filters or conditional routing when constructing the context

®https://openai.com/index/new-and-improved-embedding-model/
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window for the LLM. Our retrieval strategy follows best practices from recent retrieval-enhanced
frameworks such as RePlug [37] and DSPy [1], but is tailored to Web3 semantics.

Retrieval-Prompt-Reasoning Integration. Retrieved chunks are organized into structured prompt
segments based on their semantic roles, in other words, only chunk types relevant to the current
module are included. For example, the Instruction Chains Generator uses only operation chunks,
while Action Prediction incorporates API and error chunks. This routing ensures prompt efficiency
and avoids contamination from irrelevant information.

4.3 Chatbot and Intent Extraction

The Chatbot and Intent Extraction module constitutes the initial interface of the Web3Agent
system, responsible for interpreting natural language user commands and transforming them
into structured task representations. Given the inherent ambiguity, diversity, and informality in
user expressions—particularly within DeFi and blockchain contexts—this module incorporates
multi-turn interaction mechanisms when necessary to elicit and disambiguate user intent.

To perform intent parsing, the module applies entity recognition and semantic pattern extraction
techniques to identify key attributes of the task, such as the operation type (e.g., swap, staking,
cross-chain), asset symbols, transaction amounts, and target blockchain networks. These attributes
are then converted into a standardized intermediate representation, which serves as the formal
input to downstream modules.

For instance, given the command “Swap 1000 $USDC to $ETH on Ethereum”, the system identifies
the operation as a token swap, parses USDC as the source asset, ETH as the target asset, 1000 as the
transaction amount, and Ethereum as the execution network. This parsed structure is then encoded
into a machine-readable task schema, which guides the subsequent instruction decomposition and
execution planning stages.

4.4 Instruction Chains Generator

The Instruction Chains Generator module is responsible for constructing a structured, step-wise
plan to guide downstream execution. Given the structured user intent produced by the intent
extraction module—typically consisting of operation type, asset symbols, amounts, and target
blockchain—the system retrieves a matching operation chunk from the vector store to identify a
canonical execution workflow, as shown in Figure 6.
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Fig. 6. An example showing the process of phrasing user input into the instruction chain.

The retrieval process leverages the operation chunk store introduced in Section 4.2. Using the
parsed intent as the query, the system performs a semantic similarity search to retrieve the top-
ranked chunk corresponding to the specified operation (e.g., SwapTokens). This avoids reliance on
hand-coded rules or static templates, and enables the plan to generalize across token pairs, chains,
or use cases.

The retrieved operation chunk is then parsed into an explicit instruction chain, which defines the
sequence of executable steps needed to complete the task. These steps serve as high-level guides
for action prediction and API invocation in later stages. In practice, each instruction chain captures
task-specific subtasks such as balance checks, approval handling, quote fetching, transaction
construction, and broadcasting. This process is illustrated in Figure 6, which shows how a user’s
natural language command is transformed step-by-step into a structured instruction chain through
intent parsing and operation chunk retrieval.

4.5 Previous Action Description Generator

Effective reasoning in multi-step blockchain tasks requires not only a correct high-level plan, but
also a coherent representation of execution history. The Previous Action Description Generator
module addresses this need by producing natural language summaries of past actions and their
outcomes, thereby preserving the semantic continuity of task progression.

This module operates after the instruction chain has been partially or fully executed. At each step
i, the system maintains a history of executed actions A = {ay, ay, ..., a;_1} and their corresponding
API responses R = {ry, 1y, ..., 1;_1}. These elements are used to construct a cumulative summary of
task progress. Unlike modules that rely on external knowledge sources via retrieval (see Section 2.X),
this component relies solely on internal execution traces.

To formally model this process, we treat multi-step execution as a sequential decision problem.
Let I denote the fixed user intent, and f;_; the description of prior steps. The input tuple (a;,7;, fi_1)
is passed to a description generation function z(+), typically implemented via an LLM-based decoder,
to produce the updated context:

fi = 2.1 fip)-
This recursive formulation ensures that the model builds an evolving narrative of what has been
done, which informs downstream decision making.

Example. Consider a scenario where the agent executes an approval step: approve_USDC —
API response: success. The description generator would produce a summary such as: “Successfully
approved 1000 USDC for swapping on Ethereum.”
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These natural language summaries serve two critical roles: (i) they provide interpretable, compact
feedback to downstream modules (e.g., Action Prediction), and (ii) they abstract away low-level
API semantics while preserving decision-relevant signals.

By maintaining a running, human-readable account of the agent’s activity, this module supports
better reasoning, reduces ambiguity, and helps enforce consistency across task steps.

4.6 Action Prediction

The Action Prediction module serves as the decision core of Web3Agent, responsible for selecting the
next executable on-chain action at each step of the task. This decision is based on a rich contextual
prompt constructed by integrating multiple sources of information from upstream modules, as
shown in Figure 7. Specifically, the input prompt includes: (1) the task description representing the
user’s intent, (2) the current instruction step derived from the instruction chain, (3) the sequence
of previously executed actions, (4) natural language summaries of those actions generated by
the Previous Action Description Generator, (5) API responses reflecting the current on-chain state
(including both successful outputs and error returns), and (6) the candidate action set that explicitly
bounds the model’s generation space.

To ensure that the model’s predictions remain both accurate and operationally feasible, the
candidate set C; defined in Definition 3 is directly incorporated into the input prompt at each
execution point. Rather than relying on open-ended generation, the model performs reasoning
over this bounded, instruction-aligned action space, which improves controllability and robustness.

The prompt also retains structured feedback from previously executed steps. In addition to chain
state updates such as balances or quotes, it captures failure signals such as contract reverts, RPC
errors, or missing approvals. These error responses are parsed from the executor’s API return and
included in the input context for subsequent prediction. When the Executor module returns an
error, the Action Prediction module integrates the associated status code and surrounding context
to determine the most appropriate fallback action—whether retrying, going back, skipping, or
interrupting the workflow entirely.

A key feature of this module is its use of RAG to incorporate external knowledge about Web3
API specifications. Prior to prompt construction, the system identifies the current instruction step
(e.g., “fetch swap quote”) and uses it as a semantic query to retrieve the most relevant API chunk
from the vector store. This instruction-driven retrieval ensures that only semantically aligned
interfaces—containing endpoint names, required parameters, and expected response fields—are
included in the prompt. By embedding the retrieved API specification into the context, the model
is equipped with actionable knowledge needed to invoke the correct Web3 function, without
memorizing or inferring low-level interface details.

By integrating user intent, execution history, candidate actions, error feedback, and retrieved
API specifications, the Action Prediction module enables context-aware and controllable decision
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making under dynamic blockchain conditions. To ensure reliability, predicted actions are not
directly executed, but are first passed to the Controllable Calibration module for validation, as
detailed in the next section.

4.7 Controllable Calibration

The Controllable Calibration module provides a critical layer of verification to ensure that the
action predicted by the language model is both logically valid and contextually feasible before being
executed on-chain. Given the possibility of hallucinations or reasoning inconsistencies inherent to
LLMs, this module functions as a safeguard to maintain the reliability and safety of autonomous
execution in Web3Agent.

Specifically, the calibration process performs two levels of validation: (1) a logical consistency check,
which ensures that the predicted action conforms to the predefined instruction chain and respects
the sequence of previously executed steps, and (2) a contextual feasibility check, which verifies
that the predicted action is executable under the current blockchain state, based on extracted API
responses. For instance, an action to initiate a token swap will be rejected if the required approval
has not been completed, or if the user’s token balance is insufficient.

If the action passes both checks, it is forwarded to the Executor module for simulated execution
and final dispatch. If either check fails, the action is returned to the Action Prediction module,
triggering a re-prediction process. This mechanism ensures that only semantically sound and exe-
cutable actions proceed to actual blockchain interaction, thereby enhancing the overall robustness
and trustworthiness of the system.

4.8 Executor

The Executor module is responsible for performing actual interactions with blockchain infras-
tructure based on the action plan validated by prior modules. Unlike upstream components
that involve language models or reasoning, this module focuses purely on executing API calls,
collecting execution results, and recording system-level responses for subsequent feedback
loops.

Given an action that has passed validation, the Executor encodes the action into a standardized
API request and dispatches it to the corresponding Web3 service or SC endpoint. Upon receiving a
response, the module extracts relevant information, including (1) a status indicator (e.g., success or
failure), (2) structured response data (e.g., transaction hash, gas usage, pool state), and (3) error
codes and messages, if applicable. All outputs are then normalized into a unified schema and passed
back to the system.

This execution feedback serves two primary purposes: (i) it updates the on-chain state context for
the next decision cycle, and (ii) it provides semantic grounding for the natural language summaries
generated by the Previous Action Description module. In cases where dry-run or simulation
interfaces are available (e.g., static call APIs), the Executor can also operate in a non-committal
mode to pre-validate transactions before actual broadcast.

By decoupling action reasoning from execution and exposing a uniform interface for blockchain
invocation, the Executor ensures safe, consistent, and auditable integration of language-based
planning with low-level transactional infrastructure.

5 User Interface

To ensure secure and user-controllable interactions in the context of financial Web3 operations, we
designed a user interface that foregrounds real-time transparency and allows for immediate user
intervention when needed. On-chain activities often entail non-trivial risks due to their irreversible
nature and sensitivity to parameter configuration. Consequently, providing users with detailed
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Fig. 8. The web-based user interface for Web3Agent and the connection with crypto wallet.

inspection and traceability throughout the interaction is essential for maintaining trust, reducing
friction, and supporting safe execution.

As shown in Figure 8, to address these needs, we developed a Web-based application powered by
Vue.js’ and crypto-js,® which interfaces with the user’s crypto wallet via a third-party browser
extension, without directly operate user’s private key or signature. The interface is composed of
three primary components: the Chatbot, the Operation Log, and the Operation Flow.

At the center of the Ul lies the Chatbot component, which serves as the primary entry point
for users to interact with the Web3Agent through natural language. Beyond processing on-chain
operations, we further enhance the LLM with prompt engineering techniques to maintain task
focus, discourage off-topic dialogue, and reduce the risk of instruction misalignment that could
compromise transaction safety. To the left, the Operation Log offers a real-time stream of structured
outputs from the LLM, including the inferred user intent, the parsed operation sequence, and
any relevant parameters. This log is updated with each LLM response, enabling users to trace
decision-making and inspect intermediate parsing results in a transparent and verifiable manner.
On the right, the Operation Flow provides a visual and interactive representation of the operation
sequence. Once the sequence is generated, each step is rendered as a node within a directed graph.
Users can inspect the order of execution, review individual parameters, and modify the structure
if needed. Upon confirmation, the user can trigger execution with the orange “play” button; the
system will then highlight each node during runtime to reflect ongoing progress and provide
immediate feedback.

Together, these interface components form a cohesive interaction loop between natural language
commands, structured representations, and visual feedback. This design ensures that users maintain
oversight and agency during high-stakes Web3 operations, while also enabling more intuitive and
trustworthy interactions with LLM-based agents.

"https://vuejs.org/
8https://www.npmjs.com/package/crypto-js
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6 Experiment

To rigorously evaluate Web3Agent’s ability to autonomously perform complex blockchain opera-
tions, we adopt an offline simulation framework rather than direct deployment on live blockchains.
Although Web3Agent has demonstrated operational feasibility in real on-chain environments,
executing transactions on-chain incurs substantial gas fees, limiting scalability. Moreover, com-
prehensive testing requires control over both user-level variables—such as wallet balances, token
types, and swap amounts—and blockchain-level dynamics, including slippage and gas prices, which
are difficult to manipulate in live settings. Offline simulation thus provides a cost-efficient and
controllable environment for evaluating robustness under diverse and edge-case scenarios.

Building upon this framework, we conduct a comprehensive set of experiments to assess
Web3Agent’s performance across multiple dimensions of execution competence. Our evaluation
spans the full task pipeline—from natural language understanding and intent recognition, to struc-
tured parameter retrieve, to the generation and execution of multi-step API plans. Specifically,
we organize our evaluation into three components: (1) dataset construction that captures realistic
Web3 usage patterns and linguistic variation; (2) intent and parameter retrieve to test language
understanding capabilities; and (3) execution-level evaluation, including a detailed ablation study
to isolate the contributions of key reasoning modules such as instruction chaining, calibration logic,
and retrieval-augmented planning.

6.1 System Implementation

To implement Web3Agent, we deploy a modular RAG framework integrated with GPT-4 as the core
reasoning engine. GPT-4 is selected for its superior instruction-following capabilities and real-time
response latency, making it suitable for multi-turn interactions in dynamic Web3 environments.

6.2 Dataset Construction

To systematically evaluate Web3Agent’s ability across multiple stages of task execution—from
intent recognition to multi-step API planning—we construct a comprehensive offline evaluation
dataset. This dataset is designed to reflect realistic Web3 usage scenarios, incorporating diverse user
expressions, parameter sparsity, and task complexity. All instances are annotated with ground-truth
to support quantitative performance measurement.

The dataset covers a total of 35 representative Web3 tasks, as detailed in Section 3, and is divided
into two categories: Query Tasks, which involve stateless, read-only operations such as retrieving
token prices or checking approval status; and On-Chain Operation Tasks, which consist of multi-step,
state-changing actions like token swaps, asset staking, and cross-chain bridging. This taxonomy
ensures comprehensive coverage of user intents typically encountered in decentralized applications.

For each task, we generate five natural language instructions using GPT-4 to simulate variation in
real-world user inputs. These samples cover a range of communication styles: fully specified formal
requests (e.g., “Swap 100 USDC to ETH on Arbitrum”), informal dialogue-style prompts (e.g., “can
u help me move 100 usdc to eth?”), and under-specified expressions with missing information (e.g.,
“Could you help me buy some eth?”). To systematically create sparse inputs, we apply a parameter
dropout strategy: for each task, four of the five samples randomly omit each key parameter (such
as token, chain, or amount) with a 30% probability. An example annotation is shown in Listing 1,
illustrating a swap request with the amount field omitted. This challenges the agent’s ability to
infer or recover missing values from context and external tools.

Each natural language instruction is manually annotated with a structured representation. This
includes the intended operation type (one of the 35 task types), a complete set of ground-truth
parameters, and a list of missing parameters specific to each input. These annotations provide a
unified reference for evaluating both intent recognition and parameter retrieve performance.
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Listing 1. Example of Annotated Swap Operation Input with Amount Omitted.

To facilitate step-level and task-level execution analysis, each structured instance is further
expanded into an executable action plan. This plan specifies the ordered API calls required to
complete the task, along with the logical dependencies among steps (for example, verifying the
validity of an address before querying its token balance, as shown in Listing 2). In addition, we
simulate realistic API responses—including both success and failure cases—by injecting common
error codes such as insufficient_funds, approval _required, and slippage_too_high. These
simulated environments allow us to evaluate not just whether the system can generate the correct
steps but also whether it can robustly respond to dynamic blockchain state and error handling
conditions.
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Listing 2. Case: Query USDC Balance for a Valid Address.

6.3 Intent and Parameter Retrieve Evaluation

We evaluate Web3Agent’s language understanding performance using the dataset described in
Section 6.2. Each natural language instruction is paired with ground-truth annotations for both the
task intent and its corresponding structured parameters. Given an input utterance, the agent is
expected to output:
— An operation type (e.g., SwapToken, BridgeAsset).
— A structured parameter set that recovers all necessary fields, even if some were missing in
the original input.

Metrics. As shown in Table 1, we adopt two standard metrics for this task: (1) Intent Parsing Accu-
racy (IPA): The percentage of utterances for which the predicted operation type exactly matches the
ground truth. (2) Parameter Retrieve Accuracy (PRA): The percentage of required parameters correctly
extracted or inferred in the output, averaged across all inputs. We compare the following systems:

Overall, Web3Agent significantly outperforms both GPT-4 baselines, achieving the highest
accuracy in both intent parsing (93.9%) and parameter retrieval (89.6%). This demonstrates the
effectiveness of combining structured prompts with RAG for handling complex Web3 tasks.

Breaking down the results, we observe that Intent Parsing Accuracy (IPA) remains relatively
stable across models, ranging from 83.3% in the zero-shot setting to 93.9% with Web3Agent. This
modest improvement suggests that most user queries contain explicit intent cues that even general-
purpose LLMs can identify.

In contrast, PRA exhibits a much larger gap. GPT-4 (zero-shot) achieves only 37.1% PRA due
to frequent omissions and hallucinations of parameters (e.g., defaulting to “ETH” or “mainnet”),
while GPT-4 with prompt engineering (w/o RAG) improves moderately to 65.4%. Our Web3Agent,
equipped with task-specific retrieval, substantially outperforms both, achieving 89.6% PRA by
grounding each input against operation-specific argument schemas.

Further error analysis reveals that in 73% of intent classification failures, the input was missing
one or more critical parameters (e.g., chain, token, or action verb), which led to misclassification—
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Table 1. Intent and Parameter Retrieve
Accuracy Comparison

System IPA PRA
GPT-4 (zero-shot) 83.3% 37.1%
GPT-4 w/o RAG 88.9% 65.4%

Web3Agent (ours) 93.9% 89.6%

Table 2. Step and Task Success Rate by System Variant and Task Type

System Variant Task Type Step SR Task SR

76.6% 80.9%

Instruction Chain Generator 2"
w/o Instruction Chain Generator Operation  15.2% 48.3%
. . o Query 85.2% 70.1%

P Action D t .
w/o Previous Action Description Operation  52.5% 50,47
89.6% 86.8%

Calibrati Query
w/o Calibration Operation  78.3% 71.5%
uer 96.8% 94.1%

y

Full Web3Agent Operation  91.2% 80.3%

such as confusing SwapToken with BridgeAsset. This confirms that intent recognition is tightly
coupled with parameter recovery, and thus motivates their joint evaluation as a unified metric of
task understanding.

6.4 Ablation Study

To better understand the contribution of individual components in Web3Agent’s reasoning and
planning pipeline, we conduct an ablation study focused on execution accuracy. We evaluate the
model variants under two dimensions: (1) task type—query-based vs. on-chain operations, and (2)
architectural modules—such as instruction guidance, prior action memory, calibration logic, and
retrieval augmentation.

Metrics. We adopt two execution-focused metrics:

— Step Success Rate (Step SR): A step is considered successful if the system generates the
correct API call (endpoint, method, parameters) and handles the API response appropriately,
including retrying or adjusting when necessary [6].

— Task Success Rate (Task SR): A task is successful if all required steps are executed correctly
in sequence, with appropriate condition handling, resulting in a valid final action plan [44].

Tables 2 and 3 reports the step-level success rate (Step SR) and task-level success rate (Task SR)
across query and operation tasks under different module ablations. Overall, the Full Web3Agent
configuration achieves the best performance across all dimensions, with a Step SR of 96.8% and Task
SR of 94.1% for query tasks, and 91.2% / 80.3% respectively for operations. These results confirm
the effectiveness of combining instruction chaining, feedback-aware planning, and calibration in
supporting robust end-to-end execution.

Removing the Instruction Chain module leads to the most significant performance degradation,
especially for operation tasks (Step SR drops to 15.2%, Task SR to 48.3%), as the model fails to
generate coherent multi-step execution plans. For query tasks, task success remains relatively high
(80.9%) due to the simplicity of single-step API calls. However, the Step SR drops sharply to 76.6%, as
our evaluation strictly compares the generated API sequence against the ground-truth. For example,
retrieving token prices typically requires a prior token validation step. Without instruction chaining,
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Table 3. Step and Task Success Rate by System Variant and Task Type

System Variant Task Type Step SR Task SR
51.4% 63.3%
w/o operation chunks Query .
Operation 10.1% 25.6%
92.3% 87.9%
w/o error chunks Query )
Operation 81.4% 74.7%
Full Web3Agent Query 96.8% 94.1%
Operation 91.2% 80.3%

such validation is often skipped, resulting in an incomplete execution sequence despite the task
outcome being correct. This discrepancy highlights that Step SR measures procedural alignment
rather than functional success.

Removing the Previous Action Description module causes moderate performance drops,
particularly for operation tasks (Step SR: 52.5%, Task SR: 59.4%). The model struggles to interpret
the semantic results of prior API calls, leading to incorrect follow-ups and execution breaks or
inconsistency in parameters.

Removing the Calibration module results in comparatively minor impact among other modules.
While Step SR and Task SR for operations decline slightly to 78.3% and 71.5%, most plans remain
functionally sound. This suggests that while calibration improves logical consistency, it is less
critical for task-level success than instruction chaining or previous action interpretation.

Fine-grained RAG Ablation. To further understand the impact of RAG, we decompose it into
three subcomponents and disable each independently:

Removing Operation Chunks led to a notable decline in Web3Agent’s Task SR. Specifically,
when the prompt lacked structured references to the expected sequence of steps, the agent became
more prone to reasoning errors and exhibited increased hallucination behavior. This included
generating non-existent steps, fabricating parameter fields, or producing ill-formed API calls
that deviated from the intended operation structure. This phenomenon is consistent with known
limitations of large language models when tasked with multi-step procedural reasoning. Without
grounded priors or constraints, it often over-generalize based on previous distribution heuristics.
While the omission of execution order information significantly impacted task-level accuracy, its
effect on step-level correctness was comparatively limited. However, even at the step level, the
absence of structured parameter descriptions, such as those found in the operation chunk, led to
a drop in Step SR. Without explicit references to required fields, types, or constraints, the agent
frequently hallucinated parameter names or omitted critical inputs.

Removing the Error Chunk module results in a moderate performance drop, particularly on
operation tasks. While query performance remains relatively stable (Step SR: 92.3%, Task SR:
87.9%), the accuracy for operation tasks declines noticeably (Step SR: 81.4%, Task SR: 74.7%). This
confirms that error chunks play a crucial role in interpreting blockchain-specific failure signals (e.g.,
insufficient_funds, approval_required, slippage_too_high) and guiding fallback or correc-
tive actions. Compared to the system without calibration, the slightly higher step-level accuracy
suggests that GPT-4 is able to implicitly compensate for the absence of explicit error-handling logic.

7 Discussion
7.1 System Modularity

As described in Section 4, to address the procedural complexity and safety requirements of end-
to-end Web3 automation, we adopt a six-module architecture, each responsible for a distinct and
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non-trivial stage in the agent execution lifecycle. This decomposition follows two design principles:
(i) functional isolation: each module addresses a distinct reasoning or execution responsibility,
thereby reducing coupling and facilitating independent optimization; and (ii) interface clarity:
structured intermediate representations are exchanged between modules, making the data flow
explicit and enabling safe integration with heterogeneous Web3 APIs.

From an empirical perspective, our ablation results suggest that this modular split is effective:
removing key components such as the Instruction Chains Generator or the Previous Action Description
Generator leads to notable declines in multi-step operation success, indicating that both explicit
planning and contextual summarization are critical for reliable task execution. While the Controllable
Calibration module yields smaller performance gains in a simulated setting, its role as a safeguard
becomes increasingly important in irreversible, high-stakes blockchain contexts.

It is important to emphasize that this design is an exploratory attempt rather than a definitive
solution [35]. The current split reflects a baseline architecture centered around a single-agent
paradigm. As LLM capabilities evolve and multi-agent coordination becomes more viable, certain
functional roles, currently realized as dedicated modules, may be replaced or restructured to better
suit collaborative or task-specific workflows. For example, context maintenance could be merged
into reasoning components, or calibration logic could be embedded within a more autonomous
execution engine. Such evolutions may enable more optimized, domain-tailored designs while
preserving the core principle of maintaining explicit and verifiable execution steps.

7.2 Agent Reasoning in High-stakes Domains

Blockchain-based financial operations represent a high-stakes application domain for Al-driven
agents: transactions are irreversible, and a wide range of parameters, from slippage tolerance to
gas configuration, can cause unintended outcomes if misconfigured [31]. Notably, such miscon-
figurations are not unique to Al; even human users regularly make errors in these environments.
The operational context is further complicated by rapid market shifts, evolving smart contracts,
and fluctuating transaction fees. These characteristics make the domain uniquely challenging for
automated reasoning, but also present an opportunity: an Al agent, if properly designed, can
systematically enforce procedural checks and prompt users for confirmation, potentially reducing
the frequency of costly mistakes [8].

In this article, Web3Agent follows a step-by-step execution paradigm common to other goal-
oriented agents [7], but we designed it to aim for the goal of effectiveness in high-stakes contexts, and
putting LLM reasoning under the human oversight. Rather than expecting an LLM to autonomously
handle all contingencies, the system is designed to keep the human in the loop through explicit
intermediate outputs, structured execution plans, and pre-execution validations. This approach
aligns with the reality that, at present, LLMs alone cannot be fully trusted to execute irreversible
Web3 operations without external checks. Looking ahead, improving reasoning reliability in such
domains may require multi-agent collaboration, e.g., combining a dedicated risk assessment agent
with a planning agent, alongside real-time transaction simulations and policy-guided confirmations.
Producing verifiable reasoning traces, potentially anchored on-chain. Ultimately, however, human
auditing and confirmation remain essential safeguards until Al systems demonstrate the robustness
needed to operate independently.

It is important to note that Web3Agent deliberately avoids directly managing private keys or
performing raw transaction signing. Instead, these critical functions are delegated to established
and trusted wallet browser extensions (e.g., MetaMask, OKX), which handle authentication and
key custody in accordance with existing user trust models. This boundary both reduces the attack
surface of the agent and aligns the system with prevailing practices in Web3 security, though it
also limits the scope of our present contribution. Beyond financial transactions, however, the same

ACM Trans. Web, Vol. 20, No. 1, Article 9. Publication date: February 2026.



Web3Agent: Automating On-Chain Operations via Natural Language Interfaces 9:23

architectural principle, treating the agent as a mediator rather than a custodian, could naturally
extend to emerging areas such as decentralized identifiers and verifiable credentials, where issues
of security and delegation are equally central.

7.3 Practical Deployment and User Experience

Beyond system design, deploying Web3 agents in practice also requires considering the broader
user experience and developer integration workflows. For non-technical users, natural language
interfaces can lower the entry barrier to Web3, but also risk over-simplifying critical parameters
that determine financial safety. Thus, in our preliminary interface design as shown in Section 5,
we ensured that key details, such as transaction costs or contract addresses, remain visible and
interpretable. For developers, such agents may serve as higher-level abstractions that streamline
testing or integration across multiple dApps, but adoption depends on whether the system integrates
smoothly with existing wallets, APIs, and toolchains.

8 Future Vision and Limitations
8.1 Scalability and Generalization

The current single-LLM, modular architecture of Web3Agent offers functional separation and
empirical reliability under controlled evaluation, but its scalability and ability to generalize across
heterogeneous Web3 environments remain open challenges. On the scalability side, executing long
dependency chains or servicing multiple concurrent requests may push the limits of context length,
latency, and API throughput. On the generalization side, our chunk-based retrieval design, while
effective for supported dApps, implicitly assumes that tasks follow recognizable patterns. This
assumption can limit performance when facing previously unseen dApp structures, non-standard
wallet flows, or protocols with idiosyncratic interaction models. More broadly, LLM-based agents
in most domains require an architecture that can ingest and adapt to new knowledge—whether
through RAG [19], fine-tuning [16], or other adaptive mechanisms, and many of these techniques
could be transferred and adapted to better serve Web3-specific agents.

Addressing these challenges is a non-trivial system design problem, and multiple directions may
be worth exploring. One possible avenue is a more specialized multi-agent paradigm, where distinct
components focus on dedicated roles such as risk assessment, bridge selection, and chain-aware
planning. Another is to evolve the interface layer with schema abstraction and self-describing API
adapters, enabling automated alignment with novel contract interfaces and cross-chain protocols.
However, the viability and tradeoffs of these approaches depend on factors such as coordination
overhead, fault isolation, and maintainability, which require careful empirical investigation.

Future research on improving scalability and generalization in Web3 agents could proceed along
several complementary directions. First, designing adaptive retrieval strategies that dynamically
adjust to new dApp schemas and protocol changes could help reduce brittleness. Second, exploring
hybrid architectures that combine symbolic reasoning for transaction constraints with neural
planning for high-level intent understanding may improve robustness in multi-chain settings. Third,
understanding the human factors in scaling, such as how interface design supports oversight when
an agent interacts with unfamiliar protocols, remains an open question.

8.2 Trust and Human Factors

This work primarily focuses on the system structure and execution logic of Web3Agent. While we
have implemented a user interface to facilitate interaction, it was not designed or evaluated as a
core contribution of this article. As such, we have not systematically examined the human factors
that influence how users perceive, trust, and supervise an Al agent operating in high-stakes Web3
environments.
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In security-critical domains like blockchain, human supervision is a central safeguard. Even the
advanced reasoning modules and pre-execution checks cannot fully eliminate the possibility of
LLM errors, adversarial inputs, or unforeseen protocol changes. A human-in-the-loop architecture,
where the agent produces transparent intermediate outputs and seeks explicit confirmation before
committing to irreversible actions, remains the most reliable final validation barrier. This design
principle aligns with both security best practices and established HCI research on trust calibration
in automation [17].

Future research could explore how Web3 users form and adjust trust in such agents, and how
interface design can support effective oversight without creating excessive cognitive burden.
Controlled user studies could assess dimensions such as perceived safety, task efficiency, and mental
workload when using an Al-assisted Web3 interface. Participatory design methods may help uncover
user-specific needs, risk tolerances, and preferred verification mechanisms, enabling the co-creation
of interaction patterns that balance automation with user control. Other promising directions
include longitudinal field deployments to observe trust dynamics over time [24], scenario-based
evaluations to probe decision-making under varying risk levels, and experimental manipulations
of feedback granularity to identify the most effective cues for prompting human intervention.

8.3 Comparative Evaluation and Baselines

This work has not yet performed a systematic end-to-end comparison against alternative Web3
automation approaches, such as general-purpose LLM pipelines, scripted rule-based frameworks
(e.g., Web3.py), or other LLM-agent toolkits. Our decision to focus on internal ablation studies was
motivated in part by the absence of an agreed-upon benchmarking protocol for this emerging area,
and by the difficulty of ensuring consistent execution conditions across heterogeneous systems. In
practice, differences in prompt engineering, retrieval infrastructure, transaction execution environ-
ments, or even hardware of running the LLM make it hard to fully replicate the conditions of other
systems [16], and thus to conduct fair head-to-head comparisons.

Nevertheless, comparative evaluation remains an important next step. Future work could develop
a unified evaluation harness with a standardized task set, shared interface definitions, debugging
[10], and deterministic task replays. This would allow multi-tiered benchmarking: offline simulation
to measure reasoning accuracy (e.g., step success rate, task success rate, failure attribution), testnet
deployments to evaluate operational robustness, and, where safe, controlled mainnet trials to assess
performance under live network conditions.

9 Conclusion

In this article, we presented Web3Agent, a feasibility-oriented system that explores the integration
of LLM-based agents with Web3 infrastructures for end-to-end on-chain task automation. By
bridging natural language understanding and structured blockchain execution, Web3Agent enables
users to initiate complex Web3 operations — such as asset transfers, smart contract interactions,
and DeFi transactions — through intuitive conversational interfaces. The modularized system
architecture collectively forming a closed feedback loop between user intent and decentralized
execution. We demonstrated the potential of LLM agents to abstract away operational complexity,
reduce cognitive overhead, and support structured control over decentralized workflows. We believe
that Web3Agent serves as a stepping stone toward more transparent, user-aligned, and intelligent
interaction paradigms for the next generation of decentralized systems.
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